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KRONES Security Advisory “Deprecation of Microsoft Silverlight”
(KSA-2021-1)

On October 12, 2021, Microsoft plans to terminate security support for Silverlight completely. Due to this, Krones
recommends uninstalling Silverlight on the affected products in advance.

Timely action is recommended as Microsoft likely won’t publish security updates for newly-discovered security
vulnerabilities in Silverlight after October 2021.
Affected products and services

The following table lists affected products or services, and specific remediation. Krones recommends
implementing the suggested remediation measures.

No. Likelihood of Affected products or services Default state and remediation

exploitation?

1 - SitePilot Line Diagnostics 7.1 and

e Silverlight is installed on Line
above

Diagnostics application servers by
default
e Uninstall Silverlight?

Security contact

If you have any questions regarding this security advisory or other security-related questions, please contact the
Product Security Incident Response Team (PSIRT) of Krones: cyber.security@krones.com

OpenPGP key for confidential messages:
https://www.krones.com/ext/securitytxt/cyber.security@krones.com.asc

Appendix A: Further information

e  Microsoft Silverlight End of Support - Silverlight End of Support (microsoft.com)

Appendix B: Changelog
Version Date Changes

1.0 2021-03-25 Initial publication by the Krones PSIRT

1.1 2021-03-30 Rephrased the impact of uninstalling Silverlight

1 The likelihood of exploitation is rated by Krones for the default Krones use case of the product in its delivery
condition. This value may vary in case of customer-specific solutions or changes of the delivery condition.

2 Uninstalling Silverlight won’t affect day-to-day operations or the functionality of the product.
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